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WHAT HAS CHANGED?

Disposition of Records

When an SUD patient sends an incidental message to the
personal device of an employee of a Part 2 program, the
employee will be able to fulfill the Part 2 requirement for
“sanitizing” the device by deleting that message.
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WHAT HAS CHANGED?

Consent Requirements

An SUD patient may consentto disclosure of the patient’s Part
2 treatment records to an entity (e.g., the Social Security

Administration), without naming a specific person as the
recipient for the disclosure.
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WHAT HAS CHANGED?

Disclosures Permitted w/ Written Consent

Disclosures for the purpose of “payment and health care
operations” are permitted with written consent, in connection
with an illustrative list of 18 activities that constitute payment
and health care operations now specified under the regulatory
provision.

NOTE: The 18 activities can be found within the “What are
Payments and Health Care Operations” document provided
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WHAT HAS CHANGED?

Disclosures to Central Registries and PDMPs

Non-OTP (opioid treatment program) and non-central registry
treating providers are now eligible to query a central registry
to determine whether their patients are already receiving
opioid treatment through a member program.

OTPs are permitted to enroll in a state prescription drug
monitoring program (PDMP), and permitted to report data
into the PDMP when prescribing or dispensing medications on
Schedules Il to V, consistentwith applicable state law.
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WHAT HAS CHANGED?

Medical Emergencies

Declared emergencies resulting from natural disasters (e.g.,
hurricanes) that disrupt treatment facilities and services are
considered a “bona fide medical emergency,” for the purpose
of disclosing SUD records without patient consent under Part

2.
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WHAT HAS CHANGED?

Audit and Evaluation

Clarifies specific situations that fall within the scope of
permissible disclosures for audits and/or program evaluation
purposes.
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Here are some of the other changes that ARE implemented:

Any provider who legally holds patient identifying information may now
disclose that information to scientific researchers who meet specific
regulatory requirements.

Researchers may link data they hold with data held in other data
repositories if both the researcher and repository meet specific
regulatory requirements. This change was desighed to encourage
research on substance use disorders.

Patients who have consented to sharing their data may request a list of
who has looked at their medical records

Option for programs to use an abbreviated notice of the re-disclosure
prohibition when disclosing Part 2 information;
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Here are some of the other changes that ARE implemented:

* The ability to disclose Part 2 information to contractors, subcontractors
and legal representatives (“contractors”) for payment and health care
operations activities without additional patient consent, if certain
conditions are met; and

* The ability of lawful holders to disclose Part 2 information for Medicaid,
Medicare or Children’s Health Insurance Program (“CHIP”) audit or
evaluation activities if certain conditions are met.
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Here are some of the other changes that ARE implemented:

* Patients may consent to allowing disclosure of their information to
providers through health information exchanges, according to the
regulations of their state and HIE. This change is intended to allow
patients to share information with their providers and with integrated
healthcare systems, yet retain control over who can see their data.

* Audit and evaluation procedures determine if an organization meets
Centers for Medicare and Medicaid Services (CMS) requirements for a
CMS-regulated accountable care organization (ACO) or similar CMS-
regulated organizations. This helps ensure that CMS-regulated entities
can perform necessary audit and evaluation activities, including
financial and quality assurance functions.
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How can one get access to patient’s information under
SAMHSA 42 CFR Part 2

To access a patient’s medical records under SAMHSA, you must be a
participating member of a health information exchange.

If you are a participating member, you can look at all your patient’s
medical records after they have sighed a Part 2—compliant consent
form.

If patient has sighed a consent form that covers only general medical
records, you will not be able to look at any records about substance
abuse treatment until they sign a second, specific release.

You must obtain a signed consent form for your patients, even if they
have signed consent forms for other providers.

Patient may withdraw consent at any time.
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HIPAA and Part 2
42 CFR Part 2 RULEMAKING
Issuance of the 2022 Notice of Proposed Rulemaking (NPRM)

The Coronavirus Aid, Relief, and Economic Security (CARES) Act
(enacted March 27, 2020) requires HHS to align certain aspects of
Part 2 with the HIPAA rules and also requires HHS to update the

HIPAA Privacy Rule Notice of Privacy Practices requirements to
address Part 2 protections and individual rights.
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The NPRM proposes to:

« Permit Part 2 programs to use and disclose Part 2 records based
on a single prior consent signed by the patient for all future uses
and disclosures for treatment, payment, and health care
operations.

« Permit the redisclosure of Part 2 records as permitted by the
HIPAA Privacy Rule by recipients that are Part 2 programs,
HIPAA covered entities, and business associates, with certain
exceptions.

« Expand prohibitions on the use and disclosure of Part 2 records
In civil, criminal, administrative, or legislative proceedings
conducted by a federal, state, or local authority against a patient,
absent a court order or the consent of the patient.
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The NPRM proposes to:

v" Create two patient rights under Part 2 that align with individual
rights under the HIPAA Privacy Rule:

v" Right to an accounting of disclosures

v" Right to request restrictions on disclosures for treatment,
payment, and health care operations.

v Require disclosures to the Secretary for enforcement.
v Apply HIPAA civil and criminal penalties to Part 2 violations.

v Require Part 2 programs to establish a process to receive
complaints of Part 2 violations.

v" Prohibit Part 2 programs from taking adverse action against
patients who file complaints.
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The NPRM proposes to:

v" Prohibit Part 2 programs from requiring patients to waive
the right to file a complaint as a condition of providing
treatment, enrollment, payment, or eligibility for services.

v Apply the standards in the HIPAA Breach Notification Rule
to breaches of Part 2 records by Part 2 programs.

v Modify the Part 2 confidentiality notice requirements
(“Patient Notice”) to align with the HIPAA.
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The NPRM proposes to:

v Modify the HIPAA Notice of Privacy Practices requirements
for covered entities who receive or maintain Part 2 records
to include a provision limiting redisclosure of Part 2 records
for legal proceedings according to the Part 2 standards.

v Permit investigative agencies to apply for a court order to
use or disclose Part 2 records after they unknowingly
receive Part 2 records in the course of investigating or
prosecuting a Part 2 program, when certain preconditions
are met.
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NOTE

Health Insurance Prortabilty
and Accountabaity Act

While HHS is undertaking this rulemaking, the
current Part 2 regulations remain in effect.
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MEDICAL RECORDS ARE NOT CREATED EQUAL
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SEPARATING SUD RECORDS FROM NORMAL MEDICAL RECORDS

Higher risks potential legal consequences for not properly
securing SUD records

In general, SUD records are only to be accessed by the
provider of care (with limited exceptions as discussed later)

Almost like attorney/client privilege

If possible, within the EMR system, lock SUD portion of
medical record to specific provider

Ensure all EMR audit capabilities are enabled and audit
trails are reviewed periodically
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https://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/audit/protocol/index.html
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HHS > HIPAA Home > Eox Professionals > Compiiance Enforcement > Aucit > Audr Protocol

HIPAA for Professionals TetResze AAs Pt Shae ] [0 «

Y Audit Protocol — Updated July 2018

The Phase 2 HIPAA Audit Program reviews Ihe policies and procedures adopled and employed by
covered entilios and business associaies 10 meet selecied standards and implementation
spectfications of the Privacy. Secunty. and Breach Nowicason Rules. These analyses are congucted
Security + using a comprehensive audit protocol 1hat has been updated 1o reflect the Omnitus Final Rue, The
AU protocol |s ceganized by Rute and reguiatony provision and sodresses separately the elements of
privacy, securty, and Ereach notiScation. The audits performed assess entity compiiance with selected
Breach Notification + 1OQUINeMANts and may vary Dased on the type of covered enity of Dusiness associate selocted for
review. You may submit feeciack about the aucit protoool 1o OCR at (¢

Privacy +

CRALINENNS OOV,

Compliance & Enforcement - The pectocol is availabie for public teview and seaschadie by keyword(s) in the table below, exporn
oplions will be made avallable soon

Enforcement Rule

General Insinucions
Enlorcoment Process 1. Where te document says “entity,” it means Doth covered entiies and business associates uniess
entfed as one o tha other
Enforcentent Data
2. Management refors 10 e appropnate privacy, secunty. and breach notfication ofcal(s) o
persons) designaied by e covered enily of Dusiness assocale 1or the irmplementation of poicies
and procedures and other standands,

Rescluten Agroemonts

Case Exampies

w

Entties must provide only the specified cocuments, not compendiams of ail entity policies of
procedures. The audion will not search for relevant documentation that may be contained within
such compilations

~

Uniess otherwise specihied, al documant requasts are for versions in use as of the cate of the auan A oo
NORSCHtON and document request




http://www.healthit.gov/providers-professionals/security-risk-assessment-tool

UPDATED SRA TOOL Version 3.0

MHome Topics Privacy, Securtty, and HIPAA Security Rick Azsessment

Tducationat Videas

Security Risk Assessment —

MIPAA Basics . shissem e he BN IaLan eneurs B3 " ALY &

Privacy & Security Resources
& Toots

Secwrity Risk Assosament . New! Security Risk Assessment Tool Version 3.0
Security Rizk Azsesament Tood

Security Risk Asretement

Videos
Domvetond Verciam L0 of the 3RA Youd Lol 114 M9) Suborit Qus iivses Ov Favatonm b
Top 10 Myths of Secwrity Risk
Amatyws
Porr Sutalls om horw (o wne Dhe tomd, durmndoad the S8A Tl Usir Cubde 1POF ) 1 ua™
Privacy & Security Training
Games . gy 1 g 3 ok pessment ma

‘ of SR ol Juie

Model Privacy Notice (MPN

How APis in Mealth Care can
Sepport Access 1o Meslth
Intormation: Learmeng Module

Legacy Version: Security Risk Assessment Tool Version 2.0

Patient Coment and
Intercperabity

Pross 2OLS WalOh videwn tm whual & ik avieisment sy velve, snd bars v G0 wie The SRA
Tool 2.8 by watxhving the SAA Tool Tutortsl viden

Paper-dased version of the SRA 2.0 tool is aiso svailadie:

> © B »

o [ — :
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www.samhsa.gov

Home Newsroom Site Map  Contact Us
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FAnd Help & Treatment

Topics Programs & Campaigns Grants

About Us

Publications

About Us » Who We Are

=50 Exm

R Who We Are
Who We Are The Substance Abuse and Mental Health Services Administration (SAMMSA) is the agency within the U,S, Department
of Heath and Human Services that leads public heaith efforts to advance the behavioral heaith of the nation
Leadership SAMHSA's mission is to reduce the impact of substance abuse and mental finess on America's communities.
Regional Administrators
Offices and Centers Congress established the Substance Abuse and Mental Health Services Administration (SAMHSA) in 1992 to make
and R ores substance use and mental disorder information, services, and research mare accessible, SAMHSA & a publc agency
equiat within the U.S. Department of Health and Muman Senvices (HHS).
L Prevention, treatment, and recovery support services for behavioral heaith are important parts of the health service
agency systems for the community, The services work to improve our health and minimize costs to indviduals, families,
businesses, and govermments. Mowever, people suffering from either substance use and mental disorders, of both,
Advisory Councils because of their liness are often excluded from the current heath care system and instead have to rely on “public
safety net” programs. Last year alone, dose to 20 million people in need of substance abuse treatment did not
Strategic InRiatives receve it Further, an éstimated 11.8 milicn people reported an unmet need for mental health care. The gap in
service to this population unnecessanlly jeopardizes the health and weliness of people and causes a ripple effect in
Budget costs to American communiies,
Jobs and Irtemships Vision
Social Media SAMHSA provides leadership and devotes fts resources, Including programs, policies, information and data, contracts
and grants, to help the United States act on the knowledge that:
Frequently Asked Questions » Behavioral Health ts essential to health
Pr
vs * Prevention works
o Treatmerk is effective
Newsroom o People recover from mental and substance use disorders



Best Course of Action
BE PROACTIVE!!

PROACTIVE

REACTIVE




THE END

Q&A

www.hipaa-consulting.com
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