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USER ADMINISTRATOR, LEVEL 5B SYNCRONYS

The 5b Role user may view, modify, deactivate, or create users
for their own organization using these roles:

* Level 3 — full clinical access

* Level 4 — business staff view — demographics and encounters with diagnoses
* Level 6¢c — demographics only

There are other versions of these clinical roles, and the trainer will instruct you on them if they are
applicable to your organization.

USER ADMINISTRATOR, LEVEL 5B SYNCRONYS

vvvvvvvvvv . BETTER HEALTH.

* The level 5b will not view any patient information and will not be
able to create or change :
o Other Level 5b or 5a User Administrators
o Level 6a or 6b Privacy Officers
o Any user outside of their own organization

There are additional permissions that may be added to users by SYNCRONYS, e.g., a link
for prescribers to the NM Board of Pharmacy’s PDMP program or a single-sign-on to one’s
Direct Secure Messaging mailbox when provided by SYNCRONYS (Orion Health
Communicate).
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NAMING CONVENTION

1) If you intend to use Single Sign-On from your EHR in the
future, the User ID should match the user’s EHR system ID,
preceded by the 3-4 character prefix assigned to your
organization by SYNCRONYS, e.g., SYNC-RSample

2) If you will not use Single Sign-On from an EHR in the future
you can use any naming convention you prefer, after the
required prefix.

3) Add the Role level number when a user has a
non-clinical role, e.g., SYNC-RSample6b

)

SYNCRONYS

TER H

UNTIL YOU ARE COMFORTABLE CREATING NEW USER
ACCOUNTS CORRECTLY, USE THIS TOOL AS YOUR GUIDE

((,’:_ ; SYNCRONYS PORTAL USER ADMINISTRATION—NEW USER CREATION FORM
Fields for setting up a user Name:
User ID* Follow your organization’s EMR naming convention with SYNCRONYS'’S prefix for

your organization. If there is no established naming convention, use:
[XYZ-] + [first initial] + [middle initial optional] + [last name] + [access
level for non-clinical roles, if more than one account), e.g., XYZ-aljones or
XYZ-aljones-6¢
The User ID can be changed if you make a mistake, but it may only be used once, i.e.,
you may not use it over for another person.

First Name*

Last Name* Recommended that you add hyphen and role/level number designation to last
name, e.g., Jones-1b. This is especially helpful to people with multiple user log in IDs
and to administrative users who review lists of other end users.

E-Mail*

Inactivity Timeout 15 minutes is the maximum time allowed, regardless of what is chosen here.

Description Strongly recommended, it usually contains a job title, role in the HIE, or other useful

information for the user admin and privacy personnel who would search for users.
Roles user performs |Move the NMHIC role that the user performs to the left side (see list on back).
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USER SEARCH SCREEN — ADDING A USER SYNCRONYS

* User ID is the minimum information that will create a new user account
when you click “Add.”

* |t must have your organization’s prefix, i.e., “SYNC-"

* The User ID cannot be reused, so double-check it before creating the user.

* Before clicking “Add” you can enter First Name, Last Name, and E-mail
address in the User Search screen, because these will carry through to the
User Details page. (Organization and Role fields are only used for
searches.)

USER SEARCH SCREEN — ADDING A USER

* The system will tell you if the user ID is
unavailable.

* If you cannot find the existing user, contact the
SYNCRONYS help desk; please do not start over
by modifying the user ID.

@ syncronys.orionhealthcloud.com

A user with ID 'SYNC-asalisbury3' already exists

3
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ENTERING USER DETAILS SYNCRONYS

User Details

* A NMHIC Role, e.g., NMHIC_Level 3 Care Support

* Group Membership — Tenant_NMHIC

* At least one phone number

* Email address

 Description (usually a job title, but useful for other infa.)

10

USER DETAILS — IMPORTANT STEPS SYNCRONYS

ssssssssss . BETTER HEALTH.

Role Memberships
Roles user performs Roles user does not perform

NMHIC Level 6¢ - Facility Consent Adi” NMHIC Level 1 - Primary Provider  *

NMHIC Level 2 - Secondary Provider
NMHIC Level 3 - Care Support

Scroll past other roles and MHIC Level 4 - Business staff
select only roles labeled for NMHIC Level 5b - Facility Administrat

New MeXICO’ 8, NMHIC. NMHIC Level 5 - User Account Adinir

AIR AL 10— 0 | LI M IEL: s

11
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USER DETAILS — IMPORTANT STEPS SYNCRONYS

Group Memberships

Member of Mot a member of
Tenant_NMHIC Prescription Drug Maonitoring Program
SYNC-Payer
o

Please add the Group
Membership for New Mexico
i.e., Tenant_ NMHIC. Q

USER DETAILS — IMPORTANT STEPS SYNCRONYS

ssssssssss . BETTER HEALTH.

Group Memberships

Member of Mot a member of
Tenant_NMHIC Prescription Drug Monitoring Program
SYMNC-Payer

Payers/Insurance companies
should also add SYNC-Payer %

13
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USER DETAILS — IMPORTANT STEPS SYNCRONYS

Group Memberships

Member of Mot a member of
Tenant_NMHIC Prescription Drug Monitoring Program
S5YNC-Payer
5

You may add PDMP to clinical users

who prescribe under their own Q
NPI# and DEA#.
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USER DETAILS — EXCHANGE GATEWAY SYNCRONYS
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Exchange Gateway

Role [ Professional nurse . .

B 1 ocioal Resietart e The Exchange Gateway Role is required
‘ Medical doctor

Patient Searct Medical pathologist for all clinical users (1-3)

Medical Technician

e [ Nurme precifioner * This field makes it possible for clinical

;'annim ion Occupational therapist

p Ophthalmologist users to access to the eHealth Exchange

Practitioner ~ Optometrist
Ortholist Gateway (External Record Tab)

Specialty Osteopath

orBanzation | Paramedi/EMT e The field will default to Administrative
Pharmacist

WorkPhone - physician assistant Healthcare Staff, but you should select

. Physiotherapist
Provider Hom ™ a more accurate role from the

Profession allied to medicine (non-licensed

dropdown menu if you have it.

Professional nurse

15
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USER DETAILS — EXCHANGE GATEWAY FILCRONYS

* Also add your organization’s name in the two fields in this section.

Exchange Gateway

Role Administrative healthcare staff v Organization Syncronys HIE

o o Name
Organization ID | Syncronys HIE v

16

USER DETAILS - START (HOME) SCREEN FILCRONYS

Once the role has been established, you can choose a Start Screen for the user if
desired, but in most cases, the end user does this.

~ ADMIN BER-jcrane1b Jacki Crane-1b jerane@berlinclinics.com

Users

» SECURE MESSAGING User Details

» COMMON T
Username BER-jcrane1b Inactivity Logout | 15 minutes E}
* PORTAL MESSAGING Authentication Use external (Windows NT/LDAP) password User Type @ Shared

@ Use Clinical Portal password
Account Policy Default Policy E| Configure
Password Policy = Default Policy E|

Language None specified
Force password change on next login (password has been reset)
Reset Password
User cannot reset password: no secret question configured
Start Screen El
Update Preferences Discard Changes
Role Memberships Group Memberships

17



6/10/2026

USER DETAILS — CONTACT INFORMATION SYNCRONYS

Users Administrator enters:
Nurse Practitioner * Description, usually a job title, but may be helpful to
indicate who authorized and when changes are made.
Full Name Alice Sudsberry * E-mail Address

» Office or only phone number

End User will enter these upon first time login:
* Second Phone Number (usually a mobile)
* Secret Word

Tenant_NMHIC

Mobile Phone Office Phone [ ]
Number Number
Secret Words Site Types Uinpatients [ Qutpatients [

18

SECTIONS TO SKIP SYNCRONYS

ssssssssss . BETTER HEALTH.

You do not need to enter anything in these sections:

Organization
Namespace

Position Q Facility Q
Organisation Q Specialty Q
Notifications

My EMR DirectEmail

My Webmai Mobile

SMS Fax

19
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SECTIONS TO SKIP SYNCRONYS

BETTER DATA. BETTER HEALTH.

You do not need to enter anything in these sections:

Practitioner

Specialty Q Mobile
Organization Receiving System
MName

Work Phone

Provider Homepage
Worklist to show | Q

on My

Homepage

AML S50 HBI Outbound

9]

Roles [ Population Risk [] Member Profile (] Transition Risk [J Quality Measures

[J Cost and Utilization [] Hospital Performance (] Export Capability

20

SECTIONS TO SKIP SYNCRONYS

BETTER DATA. BETTER HEALTH.

You do not need to enter anything in these sections:

Secret Words Site Types [ Inpatients [] Outpatients [ Emergency

sites Facility

External Identifier Type Value

21
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USER DETAILS — PATIENT SEARCH PREFERENCE

Patient Search

My preferred
Patient ID Type

6/10/2026

SYNCRONYS

Patient Search Preferred Organization

* My preferred Patient ID Type is usually your facility’s name if
you are a data provider, but the end user can choose another.

[zl

22

TEMPORARY PASSWORDS

User Details

Username SYNC-asalisbury1
Use external (Windows NT/LDAP) password
(@ Use Clinical Portal password

Authentication

Password Policy TKG Custom Policy v
[ | Force password change on next login

Reset Password -

v

Update Preferences Discard Changes

Start Screen

SYNCRONYS

ssssssssss . BETTER HEALTH.

In the previous module,
you saw the Reset
Password link, just above
the Start Screen field.
When you create a new
account, it will instead say

—‘Create Password.

23
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FOR ACCOUNT ACCESS ASSISTANCE SYNCRONYS

If you have an internal help desk in your organization,
please contact them about account access issues, using your
normal service request process.

However, if SYNCRONYS provides your support
services for the clinical portal,

please contact us 8 AM to 8 PM daily at:
help@SYNCRONYS.org

or (505) 938-9999 for fastest service.

24

TO REPORT PORTAL OR DATA PROBLEMS SYNCRONYS
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* E-Mail or call us with a brief description of the problem or
complaint: help@SYNCRONYS.org | (505) 938-9999

* Do not send patient identifiable information (protected health
information/PHI) in unencrypted e-mail.

* Direct Secure Messaging (DSM) is the preferred method for
sending PHI to the help desk. If you have DSM, you can safely
send to our direct address after speaking with our staff.
Syncronys.HelpDesk@direct.hco.syncronys.net

* Portal Messaging in the HIE clinical portal may also be an option
for sharing examples, once you have connected with our staff.

* Simply calling and sharing the example over the phone is helpful.

25
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We covered:

e User Account Roles you may
and may not create

* Steps for Creating New Users
* Required Fields

* Naming Convention

* How to contact SYNCRONYS

26
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BETTER DATA. BETTER HEALTH.

Fields for setting up a user

PORTAL USER ADMINISTRATION—NEW USER CREATION FORM

Standard Portal Only

Name:

User ID*

Follow your organization’s EMR naming convention with SYNCRONYS'’S prefix for
your organization. If there is no established naming convention, use:

[XYZ-] + [first initial] + [middle initial optional] + [last name] for

non-clinical roles, if more than one account], e.g., XYZ-aljones or

XYZ-aljones6b, include the role designation at the end for an

administrative role.
The User ID can be changed if you make a mistake, but it may only be used once, i.e.,
you may not use it over for another person or change it back for the same user.

First Name*

Last Name*

E-Mail*

Start Screen

Only set this if your organization requires you to set a certain home page, e.g.,
patient search, as you set up clinical users (Levels 1-3)

Roles user performs
(Access Level)*

Move the NMHIC Level role that the user performs to the left side (see list on back).
Please ensure you are selecting from the New Mexico roles indicated by “NMHIC” in
the name of the role. Disregard the names, as these are not truly descriptive of the
job titles that use them. Other Roles that my organization may need: Transition Care
Manager or Transition Care Lead (if using the Coordinate Care module)

NMHIC Level __

Group membership

Move the Tenant_NMHIC group to the left side of the Groups dialog box. If the user
is a prescriber, you can also add the Prescription Drug Monitoring Program group.

Tenant_NMHIC

Description

Strongly recommended, it usually contains a job title, role in the HIE, or other useful
information for the user admin and privacy personnel who would search for users.

will appear on the screen after you update preferences.

PLEASE IGNORE ANY FIELDS OR SECTIONS NOT LISTED ON THIS
WORKSHEET, E.G., ORGANIZATION NAMESPACE, DISCOVER,

NOTIFICATIONS, PRACTITIONER, USER EXTERNAL IDENTIFIERS.

The sections you need for the selected role and group memberships

eHealth Exchange
Gateway Role

Allows clinical users to access the eHealth Exchange. Defaults to “Administrative
Healthcare Staff”; please update this if you have more specific information, e.g.,
Physician, Nurse, Pharmacist. Health insurers/managed care organization users must
have this set to Insurance specialist (healthlnsurance/payor).

Also make sure that both the Organization ID and Organization name matches
your organization.

Patient Search &
Demographics

If your organization shares data, you can pre-set the preferred patient organization,
used by clinical users when querying by medical record number.

Office Phone
Number*

SYNCRONYS requires that at least one phone number be entered in the Tenant
NMHIC section at the time the user account is created.

Start Screen

Only set this if your organization requires you to set a certain home page, e.g.,

patient search, as you set up clinical users (Levels 1-3)

User Administration — New User Account Requirements Rev. 2025-05-28

(over)
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BETTER DATA. BETTER HEALTH.

PORTAL USER ADMINISTRATION—NEW USER CREATION FORM
Standard Portal Only

Password*

Temporary password, the user will be forced to change upon login.

TIP: Double-check to ensure that you have 1) chosen a New Mexico (NMHIC) Role,

and 2) have added the NMHIC_Tenant and SYNC Payer Groups
before closing the User’s Details screen!

The fields below should be completed by the end user:

Set Secret Question**

This enables the “Forgot Password” link from the log in screen. Without setting up a secret (security
challenge) question, the user will need help desk assistance.

Start Screen

Many clinical users (Levels 1-3) choose to set patient search as their home page.

My preferred Patient ID Type

Users who search for patients by medical record number may want to set a default system for the
numbers.

Mobile Phone Number**

This is a second phone number that a user can give to the help desk to confirm his/her identity. The user
can add this at first login.

Secret Word**

This is a word or words that a user can give verbally to the help desk to confirm his/her identity. The user
can add this word at first login.

*Fields required to create new users.  **Fields end users must populate at first log in.

Roles:

NMHIC_Level 3 View

Clinician view and eHealth Exchange*

NMHIC_Level 4 View

Front Desk view — Demographics, insurance, and some encounter information, but cannot
access anything beyond demographics if consent has not been given

NMHIC_Level 5b Facility
Administrator

User Administration — No patient data
Only SYNCRONYS can create these users

NMHIC_Level 6b Facility Privacy
Officer

Privacy Auditing, Consent Management, and no medical information
Only SYNCRONYS can create these users

NMHIC_Level 6¢ Facility Consent
Administrator

Demographics only, no medical information, commonly used for patient registration staff

User Administration — New User Account Requirements Rev. 2025-05-28
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